WinSCP

Free SFTP, FTP and SCP client for Windows

WinSCP is an open source secure FTP application available for Windows XP, Vista and Windows 7. It’s available for free
download from:

http://winscp.net/eng/index.php

The actual version number you see may be different.
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WinSCP News
WinSCP 4.2.8 released

This release includes mostly bug fixes and few minor improvements. Publshed: 2010-07-14

[Go to Download page] [Complete list of changes]
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Downloads
WinSCP 4.2.8

Installation package (3,140,130 bytes; 453,082 downloads to date) Released: 2010-07-14
Portable execu s (2,597,659 bytes; 91,906 downloads to date)

Click on the Installation Package to download the Windows Installer.
Save the Installer file to a location on your computer.

Double click it to start the installation process


http://winscp.net/eng/index.php

Select Setup Language . ﬁ

Select the language to use during the installation:

(Engish B

Choose your preferred language

I -

Welcome to the WinSCP Setup
Wizard

15 Setup - WinSCP

This will install WinSCP 4.2 8 on your computer.

it is recommended that you close all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Click Next to Continue



Please read the following importart information befare continuing.

A. GMNU General Public License
B. OpenCandy End User License Agreement

A.GNU GEMERAL PUBLIC LICENSE
Wersion 2, June 1951

Copyright {C) 1589, 1551 Free Software Foundation, Inc.
59 Temple Place, Sute 330, Boston, MA 021111307 USA

Evenyone is permitted to copy and distribute verbatim copies of this license
document, but changing i is not allowed.

Preamble
The licenses for most software are designed to take away your freedom to share

and change it. By cortrast, the GMU General Public License is intended to
guarantee your freedom to share and change free software—to make sure the

Help <Back || Nexd>

Click Next to Accept the License Agreement.

Setup - WinSCP

What type of setup do you want?

(@ Typical installation recommended)

-installs to default destination
- installs all components, but no translations
- enables most typical features

i) Custom installation

- allows full selection of destination, components and features

Choose your preferred setup. If you are not familiar with WinSCP or aren’t sure, choose the Typical installation (it’s the
easiest and most straight forward).



18] Setup - WinsCP |

Recommended by WinSCFP

OING | Recommended by WinScP e

Works with both
Fast Decisions
Start deciding, the Bing bar gives instant access to the Microsoft dedision engine.

Easy Customization
Make the Bing bar yours, Add, remove & rearrange icons in the blink of an eye,

! Install Bing bar - Recommended by WinScP
@ Do not Install Bing bar

™

By installing the Bing™ bar, you agree ta its Terms of Use and the Microsoft Online Privacy Policy.
Your default search will be set to Bing.com, The Bing bar can be removed at any time.

Help <Back || Ned> | | Cancel

If you are installing this on your own computer you can choose to install the Bing Tool bar.

Click Next.

18] Setup - WinSCP |

Please, select your prefemed user inteface options.

Iser interface style
() Commander interface

-two panels {left for local directony, right for remote directony)

- keyboard shortcuts lilke in Morton Commander (and other similar programs as Total
Commander, Midnight Commander...)

- drag & drop to/from both panels

- only remote directony
- keyboard shortcuts like in Windows Explorer
-drag & drop

You can choose the interface you want to use. The choice can always be changed under the Preferences pane if you
want to explore the other options. The Commander Interface is the easiest to use, but the Explorer Interface is a bit



more efficient. If you are unfamiliar with FTP tools use the Commander Interface (since this is closest to a Windows
Explorer like interface). Remember you can always change it in the Preferences Panel if you want to.

Once you’ve made your choice click next.

Setup - WinSCP

Ready to Install
Setup is now ready to begin installing Win5CP on your computer.

Click Install to continue with the installation, or click Back f you want to review ar
change any settings.

Destination location:
C:A\Program Files'"WinSCP

Setup type:
Typical installation

Selected components:
WinSCP application
Drag & drop shell extension (allows direct downloads, may require restart)
Pageart (55H authentication agent)
PuTTYgen (key generator)
Translations
English

<Back | Instal | | Cancl

You are presented with a summary screen, if you want to make any changes you can click Back to return to the previous
screens, otherwise if you are ready to go, click “Install”.



Completing the WinSCP Setup
Wizard

Setup has finished installing Win5CP on your computer. The
application may be launched by selecting the installed icons.

Click Finish to exit Setup.

Once the install is completed, you can check the Launch WinSCP box to launch the program right away.

Click Finish

Sgssinn Session
o Stored sessions Host name: Port number:
Emin:unment | 97 L
. Directories :
S5H User name: Password:
Preferences
Private ey file:
Protocol

Eile protocol: Allow SCP fallback

[7] Advanced options

’ About... l [Languages Login Save... ] ’ Close ]

This is the default screen to connect to an FTP server. To connect to the faculty webhome server enter the following:

Host name: webhome.broward.edu



Make sure Port number is set to 22.
Your username and Password (the same you use for your email)
You can leave Private Key file blank

Make sure File protocol is set to SFTP

Session Session
- Stored sessions Host name: Port number:
Environment |webhnme.bmward.edu 22 %|

User name: Password:

|IJSE-‘|'I"IEI'I'IE-' | |llIIIll|||

Private key file:

Protocol

File protocal:

[] Advanced options

’ About .. ] [Languag&a Login I ’ Save... ] ’ Close

Once you have everything entered you can click “Login” to connect to the server, or Save to save the settings.

[ 7
Save session as uﬂ

Save session as:

hhaarer@webhome broward .edu -

[] Save password {not recommended)

| ok | | canced | | Heb

If you click Save you can give the Session a name



WinSCP Login (D |
Spssion bhaarer@webhome broward edu
[ Stored sessions
- Directories
Preferences

Mew folder...
Set defaults
Shell icon...
|
[7] Advaniced options
=

And the saved session appears in the Stored Session category under Session on the Login Screen.

The server's host key was not found in the cache. You have no guarantee that the server is the computer you think it is.

The servers rsa2 key fingerprint is:
sshrsa 1024 67:9¢:02:01:63:95:0c:37:2d:17.3d:a2:61:0b:49ea

If you trust this host, press Yes. To connect without adding host key to the cache, press No. To abandon the connection press Cancel.

Continue connecting and add host key to the cache?

[ Yo [ Mo || Cancd || ConyKey |[ e |

When you click connect for the first time you’ll be asked to save the host key on your computer. If you connect form a
different computer you’ll be asked to save the key again. If you are on a public or shared computer CLICK NO to prevent
a potential security issue. Otherwise you can click Yes.

Authentication Banner - bhaarer@webhome broward.edu M

Welcome to Broward College.

LEGAL NOTICE:

This system is for authorized users only.
The system is continuousty manitored and
anyone using this system expresshy
consents to such monitoring. f such
monitaring reveals possible criminal
activity, system personnel may provide
the evidence of such monitoring to law
enforcement officials.

[7] Never show this banner again [ Continue ] ’

Once the key is stored you are presented with the Welcome to Broward College Legal Notice. You can click Continue to
move past it.



: Current Directory
Local files Current Directory Remote files (Remot )
. emote server
(Local Machine)
% Documents - bhaareri@webhome.broward.edu - WinSCP _._—-E‘ X
Local Mark Files Commangs” Session Options Remote Help
& o E- g e EP S Default - &
| E,Mydocuments & iEe s it ﬂ EEE | bhaarer & 3 ie s o ﬂ l:RI:E
C:hU sershbhaarer\Diocuments /home/die/bhaarer
MName Ex't Size Type Changed = || Mame Ex't Size  Changed Rights C
i, Parent directory  8/12/2010 ‘E‘ L 6/22/2010 5:1%:...  rwxrwsr-x r
) 50th File Folder 6/7/2010 1..— J Evil Plans 4729/2010 8:06:...  rwxrwsr-x k
| Adobe File Folder 3/16/2010 ... J lolcats 472972010 8:07:...  rwarwsr-x E
. BCC File Folder 0/3/2010 7... J public_html 5/3/2010 6:54:2...  nwxrwsr-x k
, BCCFAULIMKPROGRA... File Folder 5/7/2010 6., | Secret Lair 4/29/2010 8:06:...  rwxrwsr-x E
| bcSites File Folder 6/28/2010 ... . Werld Domination 4/29/2010 8:06:...  rwxrwsr-x E
J B5N WebSite File Folder 5/10/2010 ... || .bash_history 814 7/272010 3:34:4...  rw-rw-r-- k
| compares File Folder 6/12/2010 ... L | wiminfo 676 5/21/2010 5:40:..  rw-rw-r-- k
| Downloads File Folder 42172010 ... || atm.jpg L 38,247 5/3/2010 B:53:5...  rw-rw-r-- k
 FCCSC File Folder 6/12/2010 ...
) FileZillaTuterial File Folder 5/1/2010 6.
. Fragments File Folder 512/2010 ...
| gridathletics File Folder 8/8/2010 1...
,GTM File Folder 5/25/2010 ...
, My Adobe Captivate ... File Folder 5/7/2010 5.
My Dropbox File Folder 5/7/2010 9...
. My Kindle Content File Folder 371372010 ...
| Meeti 010 ..
v eengs Keyboard Shortcuts | .
10 3.
File Folder 3/6/2010 3...
< [ | sicmnen 3 < — -
0B of 452 MiBin 0 O0Bof35737Bin Dof 8
# i B e 3 FT Create Directory g I F10 Quit
8 sFAr3 O 00008

Then you are connected to your root directory on your server. This is the default (or the Commander) view.

Local files (files on your computer) are located on the left. The remote files (the server) are on the right.

Remember:

Your faculty website needs to be located in the public_html directory to be seen on your faculty website. Anything you

place *outside* that directory will not be available on your faculty website.

To change directories you can just double click on the directory you want (like the public_html directory) to be taken

into that directory. Or you can choose a directory by using the dropdown list under the current directory listing

i3

Default - &~
| public_html FERE
J [ <root>
| home Size
Jdtc
, bhaarer [T

I} public_html




[ & public_html - bhaarer@webhome.broward.edu - WinSCP — - E@&L
Local Mark Files Commands Session Options Remote Help
& S1- PHE e E2 RS Default - %
!E, My documents - & i (2] :Eg | public_html A= a2 l:II:E
C:AUzers\bhaarer\Documents .n’home%cfbhaarer!public_html
MName Ext Size Type Changed o Nar/e Ex't Size  Changed Rights C
() .. S nsepTutorial.docx 162 Microseft Wor..,  9/12/2010 ... f—/ 8/12/200010:4...  rwacrwsr-x k
162 Microsoft Wor...  8/13/2010 ... | CSSFormBuilder 2/16/201012:0...  rwxrwsr-x k
7 - Brad Haar... 162 Microseft Offic.. 6/17/2010 .. | images 2/15/2000 8:45:..  rwarwsr-x k
Eﬂ ~Sstart_WAM3.docx 162 Microsoft Wor...  8/13/2010 ...— J SpryAssets 2/16/201012:0...  rwscrwsr-x k
L | ~WRL1071.trp 16,368 TMP File 9/8/2010 8...‘5 ) stuff 8/15/2005 9:26:...  rwxrwsr-x k
1011Veersht5DepJan... 306,944 PDF Document  5/17/2010 .. J WaA_Universal_Email 2/16/201012:5...  rwxrwsr-x k
lﬂll‘u’eershtsDepJan... 306,944 PDF Document  5/17/2010 .. , WA _ValidationToolkit 2/16/201012:0...  rwsrwsr-x k
1011Veersht51ndJan... 299355 PDF Document 571772010 /. ™ aboutbcc.gif 5411 4/2/2002 8:20:4...  rw-rw-r-- E
1011Veersht51ndJan... 299355 PDF Document 5177201 -L allcarmnp.jsp 188 5/3/2010 &:54:2... rw-rw-r-- kf
2010 fud. pdf 167,634 PDF Document  5/10/2010 .. | contactform.php 7287 2/16/200012:5..  rw-rw-r-- E
|E 2010-04-28 14.23 Ang... 301,009.9.. Windows Medi... 4/28/2010 ... | lindex.old 728 12/8/199711:3.. rw-rw-r-- k
20100611.01 Change ... 116,293 PDF Document  6/7/2010 9. | newsa.bd 457 4/28/200611:1..  rw-rw-r-- k
20103 Term Dates to p... 86,666 PDF Document JR010 3. | phpinfo.php 72 216/2001012:4...  rw-rw-r-- k
2011fina|51.pdf 152,087 PDF Document /2010 ... -:-_JWAUE_contactform_l... 1,495 2/16/201012:3...  rw-rw-r-- k
2011fina|s2.pdf 152,323 PDF Document  8/16/2010 ..
™ 21034 _BC_Logo_bluel... 69,468 JPGFile F20/2010 ..
|®| 960_grid_16_col.htm 18,937 Firefox Docum... / 6/24/2010 ...
ﬁgﬁﬂ_grid_lﬁ_col.psd 586,670 Adobe Photes../ 6/24/2010 ..
@A note from the Asso... 42240 Microsoft Wor/.,  6/15/2010 ...
IEJAE HESI Test version u... 61,440 Microsoft Offfc.. 4/24/2010 ..
AdmissionAssessmen... 103,018 PDF Docurmgent 0/3/2010 2. i
ﬂn E— B T —— / : |-.H”“Mr Q| I 3
0B of 434 MiB in 0 of 241 OBof 15638 Bin 0of 13
= F7 Create Directory I F10 Quit b
g sFTP3 0:09:17
7

Inside the public_html directory. Notice that the current directory listing has changed to show what directory you are
currently looking at on the remote machine.

You can move files from your local computer to the server either by dragging the file from the local side to the remote
side or by selecting the file and pressing the F6 key.

Copy I.il-g_h,l
Copy file 2010 fw4 pdf° to remote directory:
ome/dic/bhaarer,™.* -
Transfer settings
Default transfer settings
[] Mew and updated filejz) onby [] Do not show this dialog box again
[] Transfer on background (add to transfer queus) Transfer each file individualy
’ Transfer settings... l [ Copy ] ’ Cancel ] ’ Help

When you copy a file you are given a screen where you can change the directory you are uploading to and change other
options (most you never need to deal with).

However if you are moving several files at once (like by choosing a directory or by control + click several files you can
click the box “New and updated file(s) only and it will only move files that either don’t exist on the server or have
changed since they were last uploaded (this saves time if you are trying to synchronize your whole site).



Some additional WinSCP resources:

Screenshots: http://winscp.net/eng/docs/screenshots

Additional Guides and tutorials: http://winscp.net/eng/docs/guides



http://winscp.net/eng/docs/screenshots
http://winscp.net/eng/docs/guides

