BROWARD COMMUNITY COLLEGE
Fair Use Guidelines & Security Rules & Affidavit
The College Computing Facilities, World Wide Web Site, and Email Accounts

The purpose of this agreement is to create an awareness of the rules of the college network and email system as defined in the College Polices and Procedures
(6Hx2-8.01, 6Hx2-8.02, 6Hx2-8.03, 6Hx2-8.04, A6Hx2-8.01, A6Hx2-8.02, A6Hx2-8.03, A6Hx2-8.04).
The following summarizes those polices and procedures, the complete documentation is available on www.broward.edu.

Fair Use Guides:

1) Use of the college network and email systems shall be based on college or academic need.
2) Employees are expected to check e-mail to ensure they are kept up-to-date on official college correspondence.
3) E-mail may not be used to impersonate another person or misrepresent authorization to act on the behalf of others or the college.

4) With the exception of academic reasons, Broward Community College prohibits employees from using the Internet to
intentionally visit sites that are pornographic, sexually explicit, racially or ethnically biased or harassing or offensive in any way,
either in graphic or text form.

5) The College will provide licensed software for College owned personal computers as part of a standard desktop configuration.
Any additional software installed on a personal computer will be the responsibility of the Department or individual. Software may
only be installed in strict accordance with the license agreement accompanying the software.

6) Only authorized Broward Community College employees or vendors will install software on College computers.
7) Computers that do not have active, approved virus detection shall not be connected to the College Network.

8) Users must not cancel automatic virus scanning or updating of definitions. If such automatic activity interferes with the user’s
duties, the user should contact the College Help Desk for additional support.

9) Broward Community College reserves the right to monitor any and all network and email activities to and from any computer
directly connected to the College Network, including Internet access.

10) Each employee is assigned a user 1D and password and is held responsible for all actions performed, and all data which is
modified or retrieved under their user ID and password.

11) User IDs, accounts, or passwords may not be shared with another person under any circumstances.

12) The employee’s job function and department requirements will determine the level of access to network directories and
applications. Users can be provided access to other systems with written authorization from their supervisor and application data
owner.

13) The following activities are prohibited:
e  Attempts to adversely affect the availability or quality of service of the Broward Community College Network.
e  Storing, posting, or displaying obscene or offensive data, even temporarily, in areas where someone might view them passively or
inadvertently, except in cases where academically necessary.
Attempts to circumvent established security procedures or to obtain access privileges to which a user is not entitled.
Attempts to modify computer systems or software in any unauthorized manner.
Unauthorized access, alteration, or destruction of another user’s data, programs, or electronic mail.
Attempts to obtain unauthorized access to either local or remote computer systems or networks.
Manipulation of others to gain information for the purpose of gaining access to commit fraud or damage to the system.
Using a program or procedure that looks like a normal logon process but instead records the user’s password and user name.
Executing any form of network monitoring which will intercept data not intended for the user’s host.
Attempting port scanning, network sniffing, packet spoofing, denial of service and forged routing information for malicious purposes.
Using any program, script, command, or sending messages of any kind, with the intent to interfere with, or disable, a user’s session.
Theft or destruction of computer hardware or software.
Any criminal activity or any conduct that violates applicable laws.
USER ACCEPTANCE:
By signing this form, | have read and I clearly understand my responsibility and will abide by the above terms and condition of the Fair Use Guide and

Security User Rules for use of these facilities. | acknowledge receipt this date of a written copy of this form. If the propriety of any situation is unclear, I will
ask for clarification from the System Administrators rather than making any assumptions.

/ /

Employee Signature Date

(954) 201 -
Printed Name Dept Name Campus/Bldg.#/Room Phone#
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