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Encryption

• To put into code or cipher. 
• Computer Science To alter (a file, for 

example) using a secret code so as to be 
unintelligible to unauthorized parties 

• i.e. – password protected
• Symmetric vs. Asymmetric



Symmetric Encryption

• One key to “lock” and “unlock” the file
• Both the sender and receiver need to 

possess the same key



Asymmetric Encryption

• Uses 2 keys 
(passwords)

• Public / Private Key 
Pair

• Encrypt with one, 
decrypt with the other





Public Private Key Example



Non- repudiation

• The message originated from A (the only 
person who could have encrypted the 
digest correctly)  - origin

• The message has not been altered in 
transit. - delivery



Digital Signatures
The digital signature is an encrypted 

digest of the file (message, 
document, driver, program) being 
signed. The digest is computed 
from the contents of the file by a 
one-way hash function such as 
MD5 or SHA-1 (see MD5 and 
SHA-1) and then encrypted with 
the private part of a public/private 
key pair (see RSA). To prove that 
the file was not tampered with, the 
recipient uses the public key to 
decrypt the signature back into the 
original digest, re-computes a new 
digest from the transmitted file and 
compares the two to see if they 
match. If they do, the file has not 
been altered in transit by an 
attacker. 

http://www.answers.com/topic/md5
http://www.answers.com/topic/sha-family
http://www.answers.com/topic/rsa


Certificate Authorities

• Verisign (53%)
• Equifax
• Comodo 
• Entrust 
• CAcert.org (free)

http://www.verisign.com/index.html
http://www.geotrust.com/index.html
http://www.entrust.com/
http://www.cacert.org/


How to verify transaction is secure

• SSL
• Check Certificate
• Read certificate properties





Reading Certificates

• Issued to:
• Issued by:
• Valid from: 



Questions?
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